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The article focuses on determining responsible parties and the division of potential liability aris-
ing from sharing language data (LD) containing personal data (PD). A key issue here is to identify
who has to make sure and guarantee the GDPR compliance. The authors aim to answer 1) whether
an individual researcher is a controller and 2) whether sharing LD results in joint controllership
or separate controllership (whether the data's transferee becomes the controller, the joint control-
ler or the processor). The article also analyses the legal relations of parties involved in data sharing
and potential liability. The final section outlines data sharing in the CLARIN context. The analy-
sis serves as a preliminary analytical background for redesigning the CLARIN contractual frame-

work for sharing data.
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1 Introduction

The article focuses on determining responsible parties and the division of potential liability arising from
sharing language data (LD) containing personal data (PD). The General Data Protection Regulation
(GDPR) defines personal data as "any information relating to an identified or identifiable natural person
(‘data subject’)" (Art. 4 (1)). Sharing personal data constitutes its processing' which has to follow the
GDPR.?

A key issue here is identifying who has to guarantee the GDPR compliance and assumes liability for
a GDPR violation. The controller and the processor are named as responsible parties (GDPR Art. 4).?
The GDPR defines the controller as "the natural or legal person, public authority, agency or other body
which, alone or jointly with others, determines the purposes and means of the processing of personal
data" (Art. 4 (7)). The processor is defined as "a natural or legal person, public authority, agency or
other body which processes personal data on behalf of the controller” (Art. 4 (8)).

The authors place this question in the context of language research. The following practical questions
are addressed: 1) how to differentiate between obligations of the research organisation and individual
researchers (e.g. whether an individual researcher is a controller) and; 2) whether sharing LD results in
joint controllership or separate controllership (whether the transferee of the data becomes the controller,
the joint controller or the processor).

In the first part after the introduction, the authors outline the general principles explaining the rela-
tionship between the organisation (e.g. the university) and its employees (researchers). Short case-stud-
ies serve as practical examples of how the university-researcher relationship is addressed in European
countries. The authors' profile and expertise determined the choice of countries.

In the second part of the article, the authors focus on the legal relations of parties involved in sharing
language data. It is essential to distinguish a situation when both parties are controllers (incl. joint con-
trollers) and a situation when one party is the controller, and the other party is the processor (assists the
controller in a limited way).

The third part is dedicated to liability and aims to describe what happens if the GDPR requirements
are violated. In the last part, sharing language data within the CLARIN framework is briefly analysed.

The article continues and draws on previous research exploring the intersection of language research
and personal data protection. The authors started their research by exploring the concept of personal
data and analysing legal bases for its processing in the field of language technology (see Kelli et al.
2019; Klavan et al. 2018; Lindén et al. 2020). In this article, the authors with diverse backgrounds ad-
dress the issue of responsible parties and liability arising from a violation of personal data laws. The
paper serves as a preliminary conceptual analysis behind redrafting the CLARIN contractual framework
for data sharing (for previous discussions on the contractual framework, see Kelli et al. 2015; Kelli et
al. 2018).

Due to the specific focus and limited space, the article does not address the transfer of PD outside the
EU, which concerns special provisions of the GDPR and EU case law (e.g. C-311/18).

2 Duty-bearers for the GDPR Compliance within Research Settings

The key feature of the controller is the determination of the purposes and means of the processing of
PD. According to WP29 "Determination of the 'means’ therefore includes both technical and organisa-
tional questions where the decision can be well delegated to processors (as, e.g. 'wWhich hardware or
software shall be used? ') and essential elements which are traditionally and inherently reserved to the
determination of the controller, such as 'which data shall be processed?’, 'for how long shall they be

o

processed?’, 'who shall have access to them? ', and so on" (2010: 14).

! Article 4 (2) of the General Data Protection Regulation (GDPR) defines processing extensively so that it covers any operation
which is performed on personal data (e.g. collection, storage, alteration and sharing).

2 For the sake of clarity, not all language data (LD) contains personal data (PD). Furthermore, even if LD has PD, it is
recommendable to make it anonymous (if possible) since the GDPR does not apply to anonymous data (GDPR Rec. 26).
Anonymous data can be freely shared as long as PD protection is concerned. However, the authors focus on the cases when
language data contains personal data. Language data or data within the context of this paper refers to language data that has
personal data. For further discussion on anonymization see WP29 2014; Guidance 2019; ICO 2012; Sartor 2018.

3 When it comes to liability, then as a general rule, any person who has suffered damage as a result of a GDPR violation has
the right to receive compensation from the controller or processor (GDPR Art. 82 (1)).
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A relevant issue for the research community is to analyse whether an individual researcher and/or the
university is the controller. The research setting is a unique context since academic freedom is defined
as a fundamental right.* This often gives researchers more freedom compared with other employees.

Considering relations between companies and their employees WP29 (2010: 15) indicates that "pref-
erence should be given to consider as a controller the company or body as such rather than a specific
person within the company or the body. It is the company or the body which shall be considered ulti-
mately responsible for data processing and the obligations stemming from data protection legislation".
According to the European Commission (EC) "if your company/organisation decides 'why' and "how’
the personal data should be processed, it is the data controller. Employees processing personal data
within your organisation do so to fulfil your tasks as a data controller". DP Handbook (2018: 102)
similarly asserts that the legal entity (not its employees) is the controller.

WP29 (2010: 6) further explains that "Controller and processor and their staff are therefore consid-
ered as the 'inner circle of data processing' and are not covered by special provisions on third parties”.
This is compatible with employment law. The employment law literature and case law also set forth that
one of the characteristics of an employee is the fact that the employee is merged with the employer's
team of other employees. The employee is employed and acts within the employer's economic activities
(Risak & Dullinger 2018; C-22/98 para 26; C-66/85; C-256/01).

Although individual researchers conduct research with some freedom, their work is coordinated by
the university. The university is responsible for the GDPR violations, and it has to implement appropri-
ate technical and organisational measures (incl. data protection policies) to ensure the protection of PD
(GDPR Art. 24) and to maintain a record of processing activities (Art. 30 GDPR).” The question is
whether academics could be considered the controller as well. The issue is not settled yet. However,
European Parliamentary Research Service in its study concerning research (EPRS study 2019: 34) sug-
gests that "researchers and universities should assume that when processing personal data, their activ-
ities render them data controllers".

Furthermore, it is worth noting that controllership is an element of fact. Any contractual or other
arrangements made by the interested parties (e.g. mere designation of X as the controller or a contract
assigning controllership to B, whereas A determines the means and purposes of processing) is not bind-
ing on the data subject or data protection authorities.°

The approaches of different countries are analysed in alphabetical order to outline a possible model
and to understand whether there is a common ground for a unified approach within CLARIN.

2.1 Estonia

According to the Organisation of Research and Development Act (ORDA), a research institution is a
legal person or an institution in the case of which the principal activity is carrying out fundamental
research, applied research or development, or several of the aforementioned activities (§ 3 (1) clause 1).
The activities of Estonian public universities are regulated by special acts explicitly established for them.
In this subsection, the authors rely on the example of the University of Tartu (UT) in explaining the
responsibilities of a researcher and a research institution.

Under the University of Tartu Act (UTA), UT is a legal person in public law (§ 2 (2)). Despite
academic freedom, academic staff do not have a special status. Under the Higher Education Act (HEA),
the employment relationships of academic staff are regulated by an employment contract (§ 34). Thus,
the division of responsibilities between a research institution and a researcher concerning the processing
of personal data for research purposes can be based on the general approach to protecting personal data,
according to which the employer is the responsible person (i.e. the employer is the controller).

4 According to the EU Charter of Fundamental Rights "The arts and scientific research shall be free of constraint. Academic
freedom shall be respected” (Art. 13).

5 There might be a practical problem when an individual researcher collects data himself and the host university is unwilling
to be the controller. One approach could be that if the host university of a researcher is unwilling to become the controller, the
CLARIN Centre needs to do a due diligence to make sure that the data has been properly collected. If the due diligence is done
correctly, the host of the CLARIN Centre may as well become co-controller of the data set.

6 WP29 (2010: 9): "...even though the designation of a party as data controller or processor in a contract may reveal
relevant information regarding the legal status of this party, such contractual designation is nonetheless not decisive in
determining its actual status, which must be based on concrete circumstances".
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As the controller, the research institution must implement appropriate technical and organisational
measures (including a data protection policy) to ensure the protection of personal data (GDPR Art. 24
(1)) and to keep records of processing operations (GDPR Art. 30). UT has followed this approach. To
ensure the GDPR compliance, UT has adopted the Data Protection Policy that explains the processing
of PD and information concerning the privacy of individuals and several internal guidelines on the pro-
cessing of personal data, including in research.” This shows that the university is the controller.® The
university must introduce the instructions on data processing to the employee processing PD and de-
mand that they are complied with.

If the employee (incl. researcher, professor and other academic employees) violates personal data
rights, the university becomes liable. The data subject can claim damages, termination of the violation
and so forth. Simultaneously, the employee (researcher) has breached his/her duties and can be held
liable by the university.’ This means that if an employee does not comply with the rules on the protection
of PD in force at the university, it is a breach of duty, for which the employee may be warned (that his
employment contract is terminated if the violation is repeated) or his employment contract may be ter-
minated. However, if the data subject has filed a claim for damages against the university due to non-
compliance with the instructions given regarding the processing of personal data, the university may
recover damages from the employee by way of recourse.

There could be cases when the researcher does not have an employment relationship with the research
institution. Research work is carried out based on a contract of mandate or contract for services, and a
doctoral student (as well as a master's student) who has the status of a student may also participate in
the research. Unlike an employee, neither a mandatary and contractor nor a doctoral student is integrated
in the research institution through subordination. However, in these cases, the research institution is also
the research coordinator and the place of research. If the researcher works on the basis of a contract of
mandate or contract for services or is a student and the research institution performs functions that are
specific to the controller, the research institution is responsible for the processing of personal data. Con-
sidering the particular nature of the research and the academic freedom of the researcher, sometimes a
researcher acting on a contract of mandate or contract for services or a student and a research institution
may also be co-controllers who must enter into the corresponding agreement and inform the data subject
about that agreement (GDPR Art. 26).

2.2 Finland

Universities in Finland are corporations under public law since 2009, at which time all employees, in-
cluding professors, became regular employees. A professor and related teaching staff can be laid off if
the university decides that there is no need for a particular discipline, e.g. no students are applying, or
the university wishes to profile the university in a specific direction by deselecting a particular disci-
pline.

The universities operate on a mandate to do teaching and research in the public interest.'’ They are
funded based on annual negotiations with the government and by external funding for research. Despite
freedom of research being granted in the Universities Act'' and the Constitution of Finland, researchers

7 Control over the processing of personal data is also subordinated to UT through the system of the ethics committee. The
requirement of the ethics committee arises from the Personal Data Protection Act (PDPA), according to which the prior control
of the ethics committee is required for the processing of special types of personal data for scientific purposes (PDPA §6(4)).

8 UT also has a data protection specialist, which refers to UT’s status as the controller.

% In exceptional cases, a person working in an enterprise or institution on the basis of an employment contract may be liable to
the data subject as the controller pursuant to Art. 82 (1) of the GDPR. The Data Protection Working Party considers that "the
one liable for a data protection breach is always the controller, i.e. the legal person (company or public body) or the natural
person as formally identified according to the criteria of the Directive. If a natural person working within a company or public
body uses data for his or her own purposes, outside the activities of the company, this person shall be considered as a de facto
controller and will be liable as such" (WP29 2010: 17).

10 Universities Act of Finland (§2 (1)): "The mission of the universities is to promote independent academic research as well
as academic and artistic education, to provide research-based higher education and to educate students to serve their country
and humanity at large".

' Universities Act of Finland (§ 6 (1)): "While universities enjoy freedom of research, art and teaching, teachers must comply
with the statutes and regulations issued on education and teaching arrangements'".
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as employees of an established research organisation acting on behalf of the organisation are not per-
sonally responsible for research activities sanctioned by the organisation as long as they adhere to or-
ganisational rules and regulations.

Even if a university relies on the researchers to specify the purpose of their research activities and
determine the means for their data processing activities, the university still controls the activity with
internal regulations, e.g. concerning data protection. The university usually becomes the controller of
personal data involved in the research, although the researcher may remain a co-controller.

The problematic cases are grant-funded researchers who do not have formal employment at a research
institution. Such individuals may enter into an agreement with a university for access to research facili-
ties at a favourable cost. In this case, if personal data is collected for research purposes, and the univer-
sity agrees to assist in the process, the university becomes a co-controller. However, an independent
grant-funded researcher may opt to remain the sole controller.

In Finland, many universities help their researchers with guidelines and templates on how to formu-
late a privacy notice and a record of processing when collecting research material containing personal
data (e.g. University of Helsinki, University of Jyvéskyld, Aalto University).

2.3 France and Germany

The analysis is likely to be different in countries (like Germany or France) where university professors
are not employees of the university, but public servants (fonctionnaires, Beamten) appointed for life and
independent in the exercise of their missions (not unlike, e.g. judges). In both countries, this status is
seen as a fundamental guarantee of freedom of academic research. It is due to this independence of
researchers that in both Germany and France, e.g. copyright in the works created by academics in prin-
ciple belongs to them and not to their university or institution.'? In light of this rule (referred to as 'pro-
fessors' privilege'), it may be hard to argue that despite the fact that professors can reap benefits of their
work (precisely because they are free to decide how to do it), it is the university that should bear the
responsibility for how researchers process personal data.

Along these lines, the French National Centre for Academic Research (CNRS), in its guide on data
processing for research purposes (CNRS guide 2019: 12), defines the director of a unit (an individual,
not an institution) as the data controller. Then, the director of a unit designates the CNRS' Data Protec-
tion Officer (DPO) as 'his' DPO. This practice is in line with Article 37(2) of the GDPR, according to
which "fa] group of undertakings may appoint a single data protection officer provided that a data
protection officer is easily accessible from each establishment". Once designated, the DPO should be
involved "properly and in a timely manner, in all issues which relate to the protection of personal data"
(GDPR Art. 38 (1)). Having a common DPO for the whole institution is, therefore, an interesting way
of providing for ‘bottom-up standardisation’ of data processing practice. However, the responsibility
stricto sensu remains decentralised, as the DPO is not personally responsible for data processing. Ac-
cording to the principle of accountability, the responsibility always remains with the controllers.

This interesting approach in the CNRS is not necessarily shared by all French research institutions.
Guidelines issued jointly by several institutions from the Paris region clearly state that in a research
project, the researcher is a data controller, as long as he or she determines the means and purposes of
processing (French University Guidelines 2019: 9).

In Germany, the situation is no less complex. The University of Cologne openly admits on its website
that there are two confronting views regarding the data controllership, attributing the controllership ei-
ther to the university, or to the researcher and that the university subscribes to the latter (University of
Cologne, point 3). In an article published in the Frankfurter Allgemeine Zeitung, a leading German
scholar on data protection suggests that — precisely for the reasons explained above, i.e. the freedom of
research — it would be excessive to assign the liability for data processing to the university, and that it
should be shared between the university and the researcher (as joint controllers) (Schwartmann, 2019).

12 The solution is likely to differ when it comes to patents — e.g. in Germany, the professors' privilege in patent law was abol-
ished in 2002, and the rights to a patentable invention developed by an academic now belong to his or her institution. Since in
the field of language technologies university patents remain rather exceptional, we believe that in the context of this paper an
analogy with copyright is more accurate.
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This approach would imply that universities should conclude agreements with their researchers to de-
termine their respective responsibilities for compliance with the obligations under the GDPR (Art. 26).
There is no requirement that these responsibilities should be shared equally.

2.4 Greece

Research in Greece is performed at universities and specific research institutes. They are legal entities
governed by public or private law and supervised by the General Secretariat of Research and Technology
(Ministry of Education). The employment of the respective personnel (academic personnel/professors
at universities and research personnel at research institutes) is stipulated in two different legal acts
(SOQI and RTDI). There are three ranks at which professors and researchers can be hired. They are
elected for three years for the lower rank, while the two upper ranks are associated with permanent
tenure. Universities and research institutes can also hire scientific and technical personnel to conduct
research with private contracts of a restricted or indefinite term. The conditions under which research
can be conducted are stipulated in the law on "Research, Technological Development and Innovation"
(RTDI).

Chapter E ("Committees for Research Ethics") of the Act 4521/2018 (Act UWA) implements the
GDPR in the context of research. The Act stipulates the constitution of a committee for research ethics
at all universities and research institutes. According to Sec. 2, one of the objectives of the committees
for research ethics is to "control whether a research project is conducted respecting the value of human
beings, [...] their private life and personal data...". Before the beginning of a funded project that in-
cludes research related to human beings, scientific coordinators must submit before the committee an
application that “includes a questionnaire and a short report on the adequacy and compliance of the
project with the current law". Further specifications on the application and evaluation procedure and
required documents are included in the Regulation of Principles and Operation of the Committee of each
institute.

A survey of the regulations of research ethics committees of various academic and research institutes'?
indicates the adoption of the same policy across them: the institute is acknowledged as the "entity re-
sponsible for the processing of PD" (the data controller), but the scientific coordinators and all research-
ers involved in the processing of PD are also held accountable for the processing (joint controllers).
They must make sure that they comply with the GDPR and take appropriate measures to safeguard PD
throughout the whole procedure (e.g. obtain the data subjects' consent, use (pseudo-) anonymisation for
the published data). Failure to comply with this obligation may result in administrative measures such
as the project's termination, the reparation of damages, remunerations of affected subjects, and even the
discharge from their positions.

In general, professors, researchers, and employees at the institute are bound by these regulations as a
result of their professional affiliation. Also, the scientific coordinators must sign a form stating that they
are aware of the institute's Code of Ethics, that they will conform to it, and that no changes will be made
to the project as described in the application. If any changes are required, an application must be resub-
mitted. Individuals engaged specifically for the project with a special contract (contract of services)
must sign an additional contract of terms and conditions for the processing of PD.

Simultaneously, the committees for research ethics provide their assistance and guidance to the re-
searchers whenever required. Ready-to-use forms and templates are available to researchers.

2.5 Italy

Italian universities can be either public or private bodies. According to the Constitution of the Italian
Republic (Art. 33), every university acts on the principles of independence and responsibility. State-run
universities of Italy are under the supervision of the Italian's Ministry of University. Independence
means that every university establishes self-government through its competent bodies (its faculty). Due

13 The survey could not be extensive due to the fact that the Committees of some institutes are still in the process of writing up
or updating these regulations. We note here the following: Aristotle University of Thessaloniki [AUTH], Athens University of
Economics and Business [AUEB], Foundation for Research and Technology-Hellas [FORTH], University of Crete [UoC],
University of Macedonia [UoM], University of Peloponnese [UoP], University of Patras [UoPa], University of Thrace [UoT],
University of West Attica [UWA], National Center of Social Research [NCSR].
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to the autonomy of the university, researchers and professors working in a public university are consid-
ered employees and not public servants/officials.

When the university employee (researcher, professor, temporary research staff) collects research ma-
terial containing PD, the status of the controller is assumed by his/her university (as a legal entity). The
individual scholar is designated as authorised for the treatment, as required by the law in force.

The Personal Data Protection Code (PDPC) sets forward the following principles (Section 2-0):

1. The controller or processor may provide under their responsibility and within the framework of the
respective organisation that specific tasks and functions relating to the processing of personal data be
allocated to expressly designated natural persons acting under the controller's or processor's authority.

2. The controller or processor shall set out the most appropriate arrangements to authorise the persons
acting under their authority to process personal data.

However, the individual researcher cannot be designated as responsible for the processing since this
role can only be covered by external subjects who under a contractual arrangement 'act' on behalf of the
controller (Art 28 GDPR).

In 2017, the Association of general managers of Italian universities (Convegno dei Direttori generali
delle Amministrazioni Universitarie — CoDAU) introduced guidelines for personal data processing
(CoDAU guidelines). At the same time, the Italian association of Italian University Rectors (CRUI)
prepared an internal draft regulation for Italian universities (CRUI regulations), which was last updated
in January 2019.

Several universities, starting from CRUI regulations, published their own rules of procedures for pro-
cessing personal data (e.g. Turin University, Modena and Reggio Emilia University, Bari University).

2.6 Lithuania

In Lithuania, the situation regarding the status of an individual researcher is not self-evident. For exam-
ple, Vilnius University, the biggest and leading university in Lithuania, has adopted (2018) the Descrip-
tion of the procedure for PD processing at the University of Vilnius (the Description). The Description
is silent on the issue if and how the status of the controller is divided between the university and the
researcher. This question is not settled in the legal practice nor the legal doctrine.

In such a situation, the general norms and their interpretations should apply. From the outset, it should
be noted that the position of professors and other researchers in Lithuanian universities is quite different
compared with their counterparts in Germany. Lithuanian researchers have no special status and are
regarded as regular employees. The general approach is that employees are not normally deemed the
data controllers (DP Handbook 2018: 102).

Paragraph 4 of the Description also indicates that the university is the controller of all data collected
during the university activities and internal administration processes as well as the controller of personal
data transferred by data subjects and third parties.'* This provision is further elaborated by paragraph 2
stating that the Description is applicable and compulsory to the data controller, i.e. the University of
Vilnius and all University employees who are processing personal data in the course of work.

Thus, if professors and other researches are acting in the course of their academic duties (which are
specified in their labour contracts, descriptions of positions, other general or local regulations, universi-
ties' programs and projects in which researchers participate and similar documents), they should not be
regarded as data controllers, but just the employees of the controller (i.e. the university). While it is true
that researchers have certain discretion while conducting their research, still the general rule is that the
overarching goals of the research activities are set by the university and, by signing the employment
contract and taking up his/her position, the researcher simply acts on behalf of the university.

Researchers are deemed controllers when they are not acting on behalf of the university. In other
words, they act outside their employment duties and set their research purposes and means inde-
pendently. However, in this scenario, they can no longer be considered university researchers.

14 The same rule could be found in the earlier document (see Rules for processing PD 2015).
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3 Legal Relations of Parties Involved in Sharing Language Data

The determination of a legal basis for processing (incl. sharing) language data is a key issue for language
research. The suitable legal grounds could be the data subject's consent, public interest research or le-
gitimate interest (GDPR Art. 6 (1) (a), (e), (f)).

The consent of the data subject should guarantee high-level protection of the data subject’s rights and
freedoms. However, this is not always possible (e.g. data was collected a long time ago, and there are
no contact details). At the same time, the GDPR does not say that one legal ground is to be preferred
over the others. Therefore, all suitable legal grounds (consent, public and/or legitimate interest) are
equally applicable.

Since the issue has been previously studied (see, Lindén et al. 2019; Kelli et al. 2019) and due to the
specific focus of the article, legal grounds are not further analysed here, and attention is given to legal
relations of parties involved in data sharing.

3.1 Legal Relations between the Data Controllers

A key issue here is how much freedom parties have in determining who has which obligations under the
GDPR. The European Data Protection Board (EDPB) has indicated that the concepts of the controller,
joint controller and processor play a crucial role in the application of the GDPR since they determine
who shall be responsible for compliance with different data protection rules and how data subjects can
exercise their rights in practice (EDPB 2020: 3). According to WP29, "Being a controller is primarily
the consequence of the factual circumstance that an entity has chosen to process personal data for its
purposes” (2010: 8). WP29 clarifies further that the control could originate from the factual influence
and the assessment of contractual relations is helpful since relevant actors often see themselves as facil-
itators rather than controllers. The contractual terms, however, are not decisive (2010: 11). EDPB (2020:
3) adds that the controller is a body that decides certain key elements of the processing, controllership
may be defined by law or may stem from an analysis of the factual elements or circumstances of the
case, and certain processing activities can be seen as naturally attached to the role of an entity (an em-
ployer to employees, a publisher to subscribers or an association to its members).

WP29 (10/2006) found that an entity (SWIFT) was a controller despite presenting itself as a processor
based on a functional influence test. This demonstrates that any designation of controller/processor
which does not correspond to the facts is void, and the actual situation is decisive, not the contract. The
controller is who factually determines the purposes for which the personal data are processed.

When sharing language data for scientific purposes, it can be assumed that both parties (the party
sharing data and the recipient) are acting as the controllers. "Where two or more controllers jointly
determine the purposes and means of processing, they shall be joint controllers” (GDPR Art. 26 (1)).
EDPB (2020: 3) explains that joint participation can take the form of a common decision taken by two
or more entities or result from converging decisions by two or more entities, where the decisions com-
plement each other, and they have a tangible impact on the determination of the purposes and means of
the processing. EDPB (2020: 3) indicates, "An important criterion is that the processing would not be
possible without both parties' participation in the sense that the processing by each party is inseparable,
i.e. inextricably linked". EDPB (2020: 21) has issued an example of joint controllership, which allows
drawing parallels to assess the relationship between institutions sharing of language data: "Several re-
search institutes decide to participate in a specific joint research project and to use to that end the
existing platform of one of the institutes involved in the project. Each institute feeds personal data it
holds into the platform for the purpose of the joint research and uses the data provided by others through
the platform for carrying out the research. In this case, all institutes qualify as joint controllers for the
personal data processing that is done by storing and disclosing information from this platform since
they have decided together the purpose of the processing and the means to be used (the existing plat-
form). Each of the institutes, however, is a separate controller for any other processing that may be
carried out outside the platform for their respective purposes”.

EDPB (2020: 20) also notes that "the use of a common data processing system or infrastructure will
not in all cases lead to qualify the parties involved as joint controllers, in particular where the pro-
cessing they carry out is separable and could be performed by one party without intervention from the
other".
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In the case of a joint controllership, a transparent arrangement between the joint controllers must be
agreed upon to comply with the GDPR (Art. 26 (1)). The essence of this arrangement should be made
available to the data subjects (Art. 26 (2)). WP29 (2010: 24) explains it as follows "Parties acting jointly
have a certain degree of flexibility in distributing and allocating obligations and responsibilities among
them, as long as they ensure full compliance"”. The controller's responsibilities must be clearly defined
in accordance with actual data processing. The arrangement must reflect the respective roles and rela-
tionships of the joint controllers vis-a-vis the data subjects (GDPR Art. 26 (2)). EDPB (2020: 41) adds,
"It should be made clear here that all responsibilities have to be allocated according to the factual
circumstances in order to achieve an operative agreement”. Joint controllers need to define who is in
charge of answering requests of data subjects, providing needed information and fulfilling lawfully the
requests of data subjects ("right to be forgotten”, etc.). They need to ensure that the whole processing
fully complies with the GDPR (EDPB 2020: 41). Otherwise, as indicated by WP29 (2010: 24), the
processing is considered "unlawful due to a lack of transparency and violates the principle of fair pro-
cessing”.

Although the GDPR does not specify the legal form of arrangement between joint controllers and
therefore, parties are free to agree on the arrangement. The EDPB (2020:43) recommends that such
arrangement be made in the form of a binding document such as a contract or other legally binding act
under EU or Member State law to which the controllers are subject. EDPB (2020: 43) adds: "the use of
a contract or other legal act will allow joint controllers to demonstrate that they comply with the obli-
gations imposed upon them by the GDPR".

3.2 Legal Relations between the Controller and the Processor

The controller (language data owner) can use limited and clearly defined assistance in processing data
(e.g. structuring data, making it available). If a CLARIN consortium member makes the language data
available itself, it is the controller. The person/entity assisting the controller is the processor."” The de-
scribed situation is also applicable to the case when someone deposits language data with a CLARIN
consortium member (see Sec 5). Any processing of PD by the processor must be governed by a contract
(GDPR Art. 28).

The GDPR requires that the controller uses only processors providing sufficient guarantees to imple-
ment appropriate technical and organisational measures in such a manner that processing meets the re-
quirements of the GDPR and to ensure the protection of the rights of the data subject (Art. 28 (1)). The
processor can process the personal data only on documented instructions from the controller (Art. 28 (3)
a). Therefore, special attention should be given to the content of this agreement. The controller and the
processor may choose to compile their contract including all the compulsory elements or to rely upon,
in whole or in part, on standard contractual clauses (SCCs) adopted by the European Commission (Art.
28 (6).'® The contract may be concluded under terms negotiated separately between the parties or may
be based on contract terms drafted in advance for use in standard contracts or which the parties have not
negotiated individually for some other reason (standard terms and conditions). The use of standard terms
in data processing contracts is the most common way in practice due to a large number of parties. In the
sharing of language data, it is also the most reasonable to use a drafted in advance standard data pro-
cessing agreement by standardising the requirements applicable to data sharing procedures.

The GDPR requires the contract to regulate the following: "the subject-matter and duration of the
processing, the nature and purpose of the processing, the type of personal data and categories of data
subjects and the obligations and rights of the controller” (Art. 28 (3)).

The parties must sufficiently describe the nature of responsibilities, taking into account the real risks
and activities carried out under the specific research project to ensure that all appropriate safeguards are
provided (see Art. 89 (1)). EDPB explains it as follows: "clauses which merely restate the provisions of
Article 28(3) and (4) are inadequate to constitute standard contractual clauses. /.../ a contract under

1S WP29 (2010: 1) explains that the processor has to meet two conditions: 1) a separate legal entity with respect to the controller;
2) it processes PD on behalf of the controller.

16 On the 14. January 2021 the EDPB and European Data Protection Supervisor (EDPS) have adopted joint opinions on two
new updated sets of contractual clauses (SCCs): one opinion on the SCCs for contracts between controllers and processors and
one on the SCCs for the transfer of personal data to third countries. Available at https://edpb.europa.eu/our-
work-tools/consistency-findings/edpbedps-joint-opinions en (27.1.2021).
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Article 28 GDPR should further stipulate and clarify how the provisions of Article 28(3) and (4) will be
fulfilled" (2019: 5).

In addition to the list of obligations and rights in Article 28, the GDPR also contains other parties'
obligations that should be agreed upon in the contract. For instance, one such obligation is the proces-
sor's obligation to notify the controller of data breaches (Article 33 (2)). The parties could agree on the
reasonable deadlines of notifying breaches or refer to written documented instructions governing more
specific data sharing procedures in such cases. Additionally, it is necessary to agree on other conditions
of the parties' rights and obligations not mentioned in the GDPR, including reimbursement of expenses
and remuneration, procedures for amendments, and the contract's termination.

The agreement between the controller and the processor must be concluded in written form, including
electronic form (Art. 28 (9)). EDPB (2020: 30) has pointed, that non-written agreements (regardless of
how thorough or effective they are) cannot be regarded as sufficient laid down in Article 28. Therefore,
to avoid any difficulties in demonstrating that the contract is actually in force, the EDPB recommends
ensuring that the necessary signatures are included. Otherwise, the competent supervisory authority will
be able to direct an administrative fine against both parties (2020: 31).'” The electronic form has been
clarified by the European Parliament (2018): "However, the rules for entering into contracts or other
legal acts, including in electronic form, are not set forth in the GDPR but in other EU and/or national
legislation. The e-commerce Directive (Directive 2000/31/EC) provides for the removal of legal obsta-
cles to the use of electronic contracts. It does not harmonise the form electronic contracts can take. In
principle, automated contract processes are lawful. It is not necessary to append an electronic signature
to contracts for them to have legal effects. E-signatures are one of several means to prove their conclu-
sion and terms".

The GDPR does not determine whose responsibility is to ensure that the contract for personal data
processing is concluded correctly. It is important to note that the requirements of the GDPR are infringed
where data processing starts without a binding written contract, and the processor cannot demonstrate
the existence of documented instructions (Art. 28 (3)). In such a case, the processor may be considered
as the controller in respect of such processing and is subject to the obligations and increased liability of
the controller (Art. 28(10)).'® The obligation to use only processors who are providing sufficient guar-
antees does not end when the contract is concluded. It is a continuous obligation, and the controller
should regularly verify the processor's guarantees through audits and inspections to ensure that the actual
data processing is correspondent to the contract and properly and lawfully executed (EDPB 2020: 30).

4 Legal Remedies in Case of Non-compliance with the GDPR

The GDPR provides severe administrative penalties for failure to comply, and the personal data
protection authority has been given broad powers. In addition to that, a claim for compensation may be
submitted by the person (data subject) who has suffered damage as a result of a breach of data protection
requirements (Art. 82 (1)). In some cases, claims for damages may also be filed by family members or
heirs (Wybitul, HaB3 & Albrecht:113-118; Cordeiro 2019: 492-499). A claim can be filed against the
controller or the processor. For example, suppose the requirements of the GDPR have been violated in
the processing of data for research purposes. In that case, the data subject may file a claim for damages
with the university (but not against specific employees who process the data).

A precondition for satisfying a claim for damages is a breach of obligations provided for in the GDPR
and in the Member State laws specifying rules of the regulation (Rec. 146)."” Controllers have obliga-
tions that can be described as obligations to achieve a specific result. For example, personal data must
be collected for legitimate purposes and processed in a way compatible with those purposes (GDPR Art.

17 Infringements of the obligations of the controller and the processor pursuant to Article 28, be subject to administrative fines
up to 10 000 000 EUR, or in the case of an undertaking, up to 2 % of the total worldwide annual turnover of the preceding
financial year, whichever is higher (GDPR Art. 83 (4) a)).

18 Otherwise, the processor is liable to the data subject for the damage caused by the processing only if processor has failed to
comply with the requirements of the GDPR specifically addressed to the processors or processor has not complied with the
legal instructions of the controller or has acted against them (Art. 82 (2)).

19 See also Proposal for a Regulation of the European Parliament and of the Council concerning the respect for private life and
the protection of personal data in electronic communications and repealing Directive 2002/58/EC (Regulation on Privacy and
Electronic Communications). Brussels 10.1.2017. COM (2017) 10 final. 2017/0003(COD). Awaiting Parliament's position in
Ist reading.
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24 (1)). Most of the controller's obligations can be characterised as obligations to make reasonable
efforts to do something. For example, Article 6 (1) (d) of the GDPR provides that the controller must
take "every reasonable step" to ensure that data that is inaccurate or incomplete shall be erased or recti-
fied. To ensure and be able to prove the GDPR compliance, the controller must implement appropriate
technical and organisational measures as provided by Art 25 (1) and Art. 32 (1) (for further discussion,
see Van Alsenoy 2016). When data is processed on a contractual basis, it is necessary to consider which
measures are appropriate for the fulfilment of specific instructions and obligations and to describe them
as precisely as possible to assess whether the data controller has fulfilled its obligations. The contract
should consist of the technical and organisational measures that are used to demonstrate the GDPR
compliance (Art. 24 (1)). When processing is based on consent, the controller must be able to present
evidence that the data subject has consented to the processing of his personal data (GDPR Art. 7 (1)).

The processor involved in the processing is liable for breaches of its obligations if it has not complied
with the controller's legal instructions or has acted against them. However, the controller is not released
from liability if the processor has violated the data processing requirements. The controller may, in turn,
claim from the processor compensation for the damage caused by the breach of obligations by the pro-
cessor and compensated the data subject by the controller (GDPR Art. 82 (5)). The parties may agree in
the contract how the compensated damage will be shared (Alsenoy 2016: 285).

It is presumed that the controller and processor are liable for events that result in damage suffered by
data subjects. This means that in court proceedings, the controller is required to prove that it is in no
way responsible for the damage (GDPR Art. 82 (3)). Here the compliance certificates (GDPR Art. 43)
can be of major practical importance. However, the certificate is not a safeguard against civil liability
but can be used as a piece of evidence that the GDPR standards were implemented and that a party is
not responsible?’. The processor also has some options to defence, especially if damage occurred is due
to actions outside or contrary to the lawful instructions of the controller. In conclusion, the controller's
liability is strict, i.e., the processor is released from liability only if he can prove that the data processing
requirements have not been breached (Van Alsenoy 2016: 276, Strugala 2020: 77).

A personal data breach may result in physical, material or non-material damage to natural persons
such as loss of control over their PD or limitation of their rights, discrimination, identity theft or fraud,
financial loss, unauthorised reversal of pseudonymisation, damage to reputation, loss of confidentiality
of personal data protected by professional secrecy or any other significant economic or social
disadvantage to the natural person concerned (GDPR Rec. 85). On such occasions, the data subjects
may claim full and effective compensation for the damage suffered, which means that both material and
non-material damage is subject to compensation (Truli 2018).

The data subject's various costs (e.g. legal costs) could be considered as material damage. In addition,
material damage may occur in the form of loss of income. For example, the data subject may lose income
in the case of termination of an employment contract due to the disclosure of certain data or if stricter
contractual conditions were imposed on him or her by financial institutions (Cordeiro 2019: 495). As
the GDPR does not give any guidelines about the assessment of damages, national case law on non-
material damage varies widely. In some Member States, the mere processing of data contrary to data
protection legislation is not a sufficient violation to justify an award of non-material damage (Sein et al.
2018: 112). The person must have suffered noticeable disadvantage, and it had to be an objectively
comprehensible impairment of personality-related interests with a certain weight (Oberlandsgericht
Dresden 2019; Landesgericht Karlsruhe 2019)*!. In some Member States, the mere fact of misuse of
data can be sufficient to justify non-material damages (van Alsenoy 2016: 271; Rechtbank 2020). There
is a significant risk that the GDPR infringement cases will give rise to a very differentiated court practice
regarding the assessment of damages for non-pecuniary harm (Strugala 2020: 68).

If the controller or the processor has paid full compensation for the damage suffered in a situation
where more than one controller or processor are involved in the same processing of personal data, the

20 According to the Recital 81 of the GDPR the controller should use only processors who can provide sufficient guarantees
in particular in terms of expert knowledge, reliability and resources, to implement technical and organisational measures,
including for the security of processing. So, the adherence of the processor to an approved code of conduct or an approved
certification mechanism may be used as an element to demonstrate compliance with the obligations of the controller.

2! For example, the German Higher Regional Court of Dresden held that minor loss did not give rise to any claim for non-
material damages pursuant to Article 82.
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controller or processor is entitled to claim back from the responsible parties the compensation corre-
sponding to their part of the responsibility for the damage ((Art. 82 (5); see also Van Alsenoy 2016).
This rule is based on the general principle provided for in the Art. 28 (4) of the GDPR that the initial
processor shall remain fully liable to the controller for the performance of that other processor's obliga-
tions.

In addition to filing a claim for damages, the data subject can also demand the termination of the
activity, causing the damage and refrain from doing so in the future.?

S Sharing Language Data within the CLARIN Framework

When it comes to data sharing inside the CLARIN community, we can distinguish between two different
situations: 1) an external individual or entity deposits LD with a national CLARIN consortium member;
2) a national CLARIN consortium member itself makes LD available.

The first case involves the conclusion of a deposition agreement between the depositor and the
CLARIN consortium member. The depositor determines the access and use conditions which makes the
depositor the controller under the GDPR, and the CLARIN consortium member acts as the processor
since it processes personal data on behalf of the depositor.

In the second scenario, the CLARIN consortium member shares LD on its behalf and is the controller.

The main question in both scenarios is whether the sharing of LD leads to joint controllership between
the party who shares and the party who receives the data. According to the GDPR joint controllers jointly
determine the purposes and means of processing.”* They need to determine their respective duties (Art.
26). The European Court of Justice (ECJ) has explained that "a broad definition of the concept of ‘con-
troller’, the effective and comprehensive protection of the persons concerned, the existence of joint lia-
bility does not necessarily imply equal responsibility of the various operators engaged in the processing
of personal data. On the contrary, those operators may be involved at different stages of that processing
of personal data and to different degrees” (C-40/17 para 70). This means that processing at different
stages can result in joint controllership. The court has also maintained that "a religious community is a
controller, jointly with its members who engage in preaching, of the processing of personal data carried
out by the latter in the context of door-to-door preaching organised, coordinated and encouraged by
that community, without it being necessary that the community has access to those data, or to establish
that that community has given its members written guidelines or instructions in relation to the data
processing” (C-25/17 para 75). It says that it is possible to be a joint controller even without having
access to PD. This could apply to data sharing situation as well.

From the CLARIN perspective, the proposed agreement structure for the transfer of personal data
aims to establish a CLARIN Centre as a data processor serving the national CLARIN consortium with
each of the consortium members, or an external party, as a controller of its data sets. To this end, the
Finnish CLARIN consortium proposes a CLARIN Framework Deposition Agreement (FADA).

The CLARIN FADA is intended to establish a framework of standard deposition rules for data sets
that can be communicated by a CLARIN Centre. Individual data sets are added as attachments to the
CLARIN FADA, which thereby reduces to a 1-page main document for each data set referring to the
general conditions and four data set specific appendixes:

1) the data identification, description and citation texts,

2) the deposition license conditions with an end-user license agreement template,
3) alist of third-party copyrights or database rights,

4) the personal data description and the purpose of use of the data set.

Appendixes 3 or 4 may explicitly be left empty if there are no third-party rights or no personal data
in the data set.

22 For example, Estonian case law has satisfied the requirement to submit an application to the information search systems
Google, AltaVista and Yahoo to stop disclosing defamatory personal data in order to end a situation that damages a person's
reputation. See Riigikohus 2010, p 11.

23 In practice, 'purposes' are much more important than 'means' for determining the controller, cf. WP29 opinion: "while deter-
mining the purpose of the processing would in any case trigger the qualification as controller, determining the means would
imply control only when the determination concerns the essential elements of the means"” (2010: 14). It can be argued that in
the CLARIN context, where the ‘essential elements of the means' are generally similar and known to everyone (computational
analysis), only purposes matter.
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In the CLARIN infrastructure, there are three main licensing categories dividing language resources
into three groups: 1) Publicly available (PUB); 2) For academic use (ACA) and; 3) For restricted use
(RES) (for further discussions, see Oksanen et al. (2010) and Kelli et al. (2018). The CLARIN RES
licensing category (for restricted use) is suitable for sharing data sets with PD.

In the suggestions for how to implement the ethical intent of the GDPR in a research setting, Pormeis-
ter (2020) recommends that the original controller stays informed about all further use of a personal data
set to inform the data subjects about such further use when necessary. The CLARIN RES license re-
quires that data sets not be communicated to a third party by the end-user because a new legitimate end-
user can always obtain a copy directly from CLARIN. As the CLARIN Centre, in most cases, remains
a mere processor of personal data with the task to communicate such data to research organisations. The
original controller stays informed about all requests for further use of a data set.

If there is a request for using a data set for a research purpose that is not sufficiently compatible with
the original purpose of use, the data subjects need to be informed. From the CLARIN perspective, it is
a practical question whether the CLARIN Centre as a processor is commissioned to inform the data
subjects or the original controller notifies them, and how one goes about informing them in practice, i.e.
will personal communication be possible or is a public announcement sufficient.**

6 Conclusion

The language research community is aware of personal data protection. At the same time, it is not clear
who has to guarantee the GDPR compliance, which contractual arrangements are needed and what the
legal consequences and remedies are in case of non-compliance. The following graph summarises the
main analysed aspects concerning the sharing of the data:

Determines the purposes
and means of the
processing (GDPR Art 4)

Obliged to guarantee the
GDPR compliance

Controller (share itself)

Research organisation

Processor (shares on behalf
( (RO) as the controller

of someone)

Liable for the conduct of its
employees (researchers) for
a GDPR violation

National CLARIN
consortium member

Researcher as an
employee

Sharing as data
processing

Inner circle of the controller
and the processor

Processes data on behalf of
the controller (GDPR Art 4)

Obliged to follow the GDPR
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GDPR compliance within its

Obliged to guarantee the
activities

Research
organisation (RO)
as the processor

Liable for the conduct of its
employees (researchers) for
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Figure 1. Sharing as data processing

According to the GDPR, the controller is the main responsible party since the controller "determines
the purposes and means of the processing of personal data” (GDPR Art. 4 (7)). In academic settings, it
is not always clear who the controller is. It should also be emphasised that a key feature of academic
settings is academic freedom. Therefore, the relevant question is whether the university or an individual
researcher is the controller? To answer the question, the authors analysed regulations, policy documents
and case law to determine a general framework. Additionally, the authors conducted small case studies
in several countries. Generally speaking, the issue is not settled yet. However, it can be assumed that the
tendencies are that the university is considered the controller. There are practical reasons for this ap-
proach. Firstly, despite academic freedom, the university still controls and directs its employees. Sec-
ondly, the university has more resources to compensate for possible damage to the data subject and to
take measures ensuring that the damage does not occur.

Researchers are not usually considered controllers. This does not mean that they are not responsible
for their actions. In the case of a GDPR violation, they have to answer to their host universities.

241t seems to depend on whether the data were collected from the data subject (Art. 13 has only one exception to the obligation
to provide information) or not (Art. 14 considers impossibility or disproportionate effort).
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The authors also explored the relations between controllers and joint controllers. This may be relevant
when two or more universities jointly conduct research (collect data, share it, etc.). The main conclusion
is that controllership is not anything that can be contractually determined. It is a factual question. It is
crucial that processing PD is transparent for the data subject.

In some case, the controller could use assistance in processing PD. The assisting party is called the
processor when the assistance is clearly defined and limited. For example, this could be the case when
another party is asked to help to structure or share data. To protect the data subject, the GDPR has several
mandatory requirements, which are discussed in the article.

There is always a possibility that something goes wrong and someone's rights are violated. Therefore,
the article also covers legal remedies in case of non-compliance with the GDPR. Since remedies and
violations are two sides of the same coin, it was necessary to cover some obligations of the controller as
well. One of the conclusions is that the controller has to demonstrate the GDPR compliance and take all
possible measures to avoid harm to the data subject. Acting in good faith is a starting point.

The last section aimed to preliminarily place the previous analysis in the CLARIN context. Sharing
language data within CLARIN requires specific arrangements depending on the nature of the relation-
ship between the contractual parties. If a third party deposits data with a CLARIN consortium member,
then the third party is the controller and the CLARIN consortium member is the processor. If a CLARIN
consortium member shares data on its own behalf, it is the controller.

Several contractual arrangements are needed for sharing language data. However, the main reason for
a CLARIN consortium member to be the controller of the PD is that researchers are often very mobile.
Sometimes they no longer stay in academia, and sometimes researchers pass away. If someone needs
access to the data later, a CLARIN Centre can still carry on with that role. Even if the researcher no
longer is in a position to grant access to the data, the data is accessible also with a CLARIN Centre in a
joint controller position where both a CLARIN Centre and the researcher separately have control of the
data.
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