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Abstract

We report recent developments of the DE-
CODE database aimed for the system-
atic collection and annotation of encrypted
sources: ciphertexts, keys and related doc-
uments. We released a new, more func-
tional graphical user interface, revised
some metadata features and enlarged the
collection and tripled its size.

1 Introduction

In recent years we have seen an increased interest
in developing infrastructural resources for histor-
ical cryptology, like various types of cipher col-
lections and tools to break them. Among the
resources, we can mention websites about sin-
gle ciphers such as the excellent portal about the
Voynich manuscript by René Zandbergen' for the
Voynich lovers, or Klaus Schmech’s popular blog
pages® about many different encrypted sources.
There are also online resources aimed at a more or
less systematic collection of historical encrypted
manuscripts. One is Satoshi Tomokiyo’s private
website Cryptiana® which contains an ambi-
tious collection of historical ciphertexts and keys
from various libraries and archives. Another re-
source currently under development is the Portal
of Historical Ciphers* by Eugen Antal and
Pavol Zajac (Antal and Zajac, 2020) which is
a database for historical encrypted manuscripts
released with a user-friendly graphical interface
(GUD).

The DECODE database (Megyesi et al., 2019)
which we will focus on in this paper was devel-
oped with the aim to serve as a long-term storage
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for the collection and description of historical en-
crypted sources. The very first release of a de-
velopment version took place in 2016 with a few
hundred manuscripts made available to the pub-
lic, along with a description of the whereabouts
of the sources. The first fully developed ver-
sion of the database was released and published in
2019 (Megyesi et al., 2019) with nearly thousand
records.

In this paper, we describe the new version of the
database’, present its new design and search inter-
face, the new metadata features, as well as the new,
enlarged collection which tripled in size during the
past two years.

2 DECODE: Version 2

The initial version of DECODE facilitated the col-
lection of material very well. However, over the
two years enough user feedback was collected for
a redesign, both for user-facing features and the
underlying software. Finally, the creation of a
new version was also necessary to facilitate the
needs of the DECRYPT project (Megyesi et al.,
2020), that aims to develop an integrated, web-
based pipeline for for the automatic transcription
and decryption of ciphertexts to historians and oth-
ers with interest in historical cryptology. While
the changes in the software architecture are out of
scope of this paper, we present the most relevant
changes in the user interface.

2.1 Interface

One of the most popular features is the search
function. Therefore, we paid special attention to
polish this functionality. In DECODE v2, the user
is presented with simple search right on top of the
record list that allows for keyword-based look-ups,
as well as an advanced search, that used to rely
on logical operators. Instead, a GUI with filtering

SThe service is available at https://de-crypt.org/
decode.
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Figure 1: Some filtering options available in ad-
vanced search.

capabilities, that is more familiar to most users is
implemented, and illustrated in Figure 1.

Another commonly used feature is for advanced
users. In a screen we now call “expert view” the
users can browse the data with all details of the
metadata presented at once, as shown in Figure 2.
In addition, they have the capability of exporting
their search results in various commonly used for-
mats such as Excel, HTML, and CSV allowing
comma-separated values.

The envisaged integration with other tools in
the tool-chain aimed for the analysis of encrypted
sources is best served by an API® that provides all
the features that are also available on the web. By
using this REST API not only our tools may be in-
tegrated but our users may come up with their own
workflows.

A highly practical enhancement for the users
who are collecting and uploading records is the
possibility of mass-upload of scanned documents.
This feature allows the transfer and processing of
100s of documents at once in a partially parallel-
lized manner, leveraging modern web technolo-
gies.

Finally, an important non-functional property of
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Figure 2: A portion of the expert view.

the system is its improved speed. While we did
not make measurements about the old system —
nor is the underlying hardware completely similar
— but based on the user feedback, haste of the ex-
ecution is one of the most popular improvements
of DECODE v2.

2.2 Metadata

Apart from interface improvements, we also made
some additions to the structure of metadata. These
changes are gradual and small, reflecting our cau-
tious approach to modifying the data schema.

One change enacted is a finer distinction in the
system between the creator of a record and the
owner of a record; this is in anticipation of a di-
vision of labour between uploaders and curators.

A better handling of the dates is enabled by the
separation of year, month and day of month, which
makes it possible to mark any subset of the three
as unknown, instead of forcing the users to set a
given complete date or leave the date out.

Also, DECODE v2 facilitates the academic col-
laboration by enabling the users to add publica-
tions to any given records — that is, academic
publications that discuss the historic record in
question.

Finally, an improved handling of cross-record
relationships is also enabled, such as allowing the
connection and linking between related key(s) and
ciphertext(s). Currently, this relationship is for
key—cipher pairs, but in the future we envision
other kinds of relationships.

3 Collection

The database contains a collection with the largest
number of historical encrypted sources of today.
As of April 4, 2022, 2 939 records have been up-
loaded out of which 1 272 (44%) are ciphertexts
and 1 667 (56%) cipher keys. They come from
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Figure 3: The distribution of ciphertexts and keys
across holder countries in the DECODE database.

archives and libraries from 13 countries: Austria,
Belgium, Denmark, France, Germany, Hungary,
Italy, Spain, Sweden, the Netherlands, UK, USA,
and the Vatican City State, as shown in Figure
3. The number and type of records differ greatly
across the holder countries. Most records come
from Austria, followed by Hungary, the Vatican,
the UK, Italy, and the Netherlands, and the fewest
with only a handful records come from the Nordic
countries. The reason to the uneven distribution
is because of our collection strategies. We search
for and vacuum-clean encrypted sources archive
by archive and try to do it systematically. The
collection of sources is usually carried out by a
historian in collaboration with a librarian from a
particular archive, and the upload is done either
by the historian or by a trained research assis-
tant to enter the correct metadata fields. We get
also in touch with researcher and other interested
about single ciphers. If the source is proved to be
original with some kind of documentation and in-
formation about its whereabouts, we upload the
source as well. For example, we have a few ci-
phers and keys from the Nordic countries (Den-
mark and Sweden) although we have not searched
for encrypted sources in those countries as yet.

The collection contains sources originating
mainly from Early Modern times (15th-18th cen-
turies) but there are also ciphers and keys from
later periods. The distribution of encrypted
sources between the 15ht and 18th centuries are
quite even, but the type of sources are less bal-
anced as we have access to more keys from the
15th and 16th centuries than ciphertexts, as also
visualized in Figure 4.

The sources consist of in total 18 788 images
of 128 GB in total, which gives 6.8 MB/image
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Figure 4: The distribution of ciphertexts and keys
across centuries in the DECODE database.

on average. Most of the sources are one-page
long but there are usually additional pages to
each record containing related pages with signa-
tures, dating and any other information about the
sender/receiver of the message.

Out of all records, 1 111 have been manu-
ally transcribed, following the conventions and
guidelines developed for a consistent transcription
across ciphers and keys (Megyesi, 2020; Megyesi
and Tudor, 2021).

4 Future Plans

Our ambition and long-term goal is that the
database would be fully functional and integrated
with transcription and decryption tools and would
serve as the first, n atural p lace t o l ook f or en-
crypted sources with adequate and consistent
metadata and cryptanalysis. To achieve this goal,
we need to work on the implementation of integra-
tion of tools for transcription and decryption and
carry out user studies to improve the search inter-
face.

A main theme of the immediate future is to inte-
grate various tools of analysis in our system. This
includes a transcription tool, various cryptanaly-
sis tools and tools to analyze the linguistic struc-
ture and the nomenclatures of the keys, along with
the inclusion of historical language models in tran-
scription and decryption.

A major part of this work is to enable our users
to work with a document separately from the offi-
cial record; that is to enable them to conduct tri-
als and experiments on the records and propose
new results to the curators of the given record.
This way several plaintext suggestions may be
proposed by different groups or individuals for
any given ciphertext record. These interactions



come with substantial technological challenges.
The machine learning facilitated image process-
ing algorithms typically require the usage of GPUs
that in turn require the implementation of careful
resource management, as the common graphical
processing units cannot be time-shared as of to-
day. Another key area of work is the data model
required for the collaboration of tools created by
various parties — another task for which the DE-
CRYPT project is well placed.

In the database, we will increase the set of
metadata for describing cipher keys to analyze the
plaintext, the ciphertext and the encoding struc-
ture in keys with and without nomenclatures. Fur-
thermore, we would like to extend the information
about physical person and geographic areas in the
metadata to be able to use Linked Open Data to
connect historical persons and areas. Also, we will
carry out more consistency checks across features,
such as the description of dating and place of use
where such information is missing.

We will also continue increasing the collec-
tion of historical ciphers and keys from various
archives and libraries, mainly from Europe. We
would like to encourage all our current and fu-
ture users to not hesitate to reach out to us to up-
load new ciphers or edit existing ones thereby con-
tributing to our field. We can provide help with
the time-consuming uploads to fill in metadata and
connect related documents. We do hope that the
resource will further strengthen the research in his-
torical cryptology which also allows for some fun
for code-breakers.

5 Conclusion

In this paper, we describe the recent developments
of the DECODE database allowing storage, search
and analysis of encrypted sources. We presented a
new graphical user interface with improved, more
intuitive and fast advanced search functions, ex-
port of data in excel, xml or CSV formats, im-
proved metadata to search for dates and informa-
tion about the owner and contributor to the record.
We increased the collection and tripled its size in
3 years to make available almost 3 000 ciphertexts
and keys to the users. The new version of the DE-
CODE database with open API, fast search and
more intuitive user interface provides the basis for
the integration to a pipeline for (semi-)automatic
decryption of ciphers.
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