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Abstract

In this article, we present encrypted docu-
ments and cipher keys from the 18th and
19th century, related to central-European
aristocratic families Amade-Üchtritz, Es-
terházy, and Pálffy-Daun. In the first part
of the article, we present an overview and
analysis of the available documents from
the archives with examples. We provide a
short historical overview of the people re-
lated to the analyzed documents to provide
a context for the research. In the second
part of the article, we focus on the digital
processing of these historical manuscripts.
We developed new tools based on machine
learning that can automate the transcrip-
tion of encrypted parts of the documents,
which contain only digits as cipher text al-
phabet. Our digit detection and segmen-
tation are based on YOLOv7. YOLOv7
provided good detection precision and was
able to cope with problems like noisy pa-
per background and areas where digits col-
lided with the text from the reverse side of
the paper.

1 Introduction

Many historical encrypted documents and cipher
keys have survived in various archives all over
the world. Collecting materials from a particu-
lar time period or geographic location can bring
insights into the cipher design from a specific
time/location. A valuable collection of histori-
cal encrypted documents and cipher keys can be
found in Austria (Láng, 2020), Germany (Antal
and Mı́rka, 2022), etc. It is thus desirable to in-
vestigate and compare various collections from
a wide time range and location (Megyesi et al.,
2022), because it is essential for understanding
how ciphering evolved in the past. The encrypted

documents and keys are easy to recognize but are
difficult to locate in archives. This fact was already
observed by Láng (2020) and other researchers in
historical cryptography.

Systematic collection, annotation, and sharing
of these materials among researchers are thus
very important. For this reason, we bring to the
reader’s attention to two interesting projects that
focus on such collections. The DECRYPT1 project
(Megyesi et al., 2020; Megyesi et al., 2022) con-
tains 4360 records at the time of writing this paper.
Perhaps the only disadvantage of this database is
that most of the documents are not publicly avail-
able2. The HCPortal3 project (Antal and Zajac,
2020; Antal and Zajac, 2021) contains at the time
of the writing of this document 763 records. Ev-
ery record is freely available to everyone. One of
the data collections that is planned to be added to
HCPortal in the near future is the content of this
article.

The aim of this paper is to provide the first de-
tailed description of encrypted documents and ci-
pher keys from the 18th and 19th century, related
to central-European aristocratic families that lived
in the territory of modern Slovakia. The inves-
tigated collection is deposited in the Slovak Na-
tional Archive in Bratislava. During the initial re-
search phase, we found documents related to his-
torical cryptology in the fonds of three different
aristocratic families:

• Amade-Üchtritz,

• Esterházy,

• Pálffy-Daun.

In these fonds, we identified a total of 13 card-

1https://de-crypt.org/
2The probable reason is the problem with granting per-

missions from archives.
3https://hcportal.eu



board boxes containing 96 encrypted documents4

and 9 cipher keys.
The encrypted documents are from the 18th

and 19th century. The earliest document is from
1711, and the latest is from 1834. The most com-
monly used encryption system from this time pe-
riod is called nomenclator. Several publications
have already described this cipher system in de-
tail, including its large variety. For more informa-
tion about this encryption system see (Antal and
Mı́rka, 2022; Megyesi et al., 2022) or other pub-
lications published in the proceedings of the His-
toCrypt5 conference.

2 Analysis of Available Materials

The used symbol set (cipher text alphabet) of the
investigated collection, both in encrypted docu-
ments and cipher keys consist of only numbers
(e.g. on Figures 1, 3), and markups of num-
bers (Figure 2). It also confirms that using digits
became more common/standard in the 17th/18th
centuries as stated in (Megyesi et al., 2022). A
nomenclator system can be used with and with-
out separators based on its design. Separators are
mostly required to clearly distinguish/split the ci-
pher text units (Antal and Mı́rka, 2022). In total,
37 encrypted documents contain cipher text with a
separator, and 59 are without a separator character.

Some documents consist of cipher text only,
some contain the corresponding (decrypted) plain
text. In 8 cases, only the cipher text is preserved.
Plain text is written above/under the encrypted
lines of the text in 16 documents. In 58 cases, the
plain text is available in a separate document. Fi-
nally, in 14 cases we were unable to verify whether
the plain text is preserved.

Encrypted documents were preserved in all
three fonds, however, cipher keys were only found
in two of them. An interesting fact about this col-
lection is that the preserved encryption keys do not
match6 the preserved cipher texts. We also inves-
tigated some (possibly related) cipher keys from
Austria (Haus-, Hof- und Staatsarchiv of Vienna)
and from Hungary, however, these keys also did
not match our encrypted documents.

A more detailed description of the available en-
crypted documents and cipher keys are present in

4The documents consist of nearly 300 pages containing
encrypted text.

5https://histocrypt.org
6Except for one key matching the encrypted diary of Emil

Üchtritz, see Section 2.1.

the following subsections.

2.1 Encrypted Manuscripts

The Esterházy7 family archive contains most of
the encrypted documents (fifty-eight), spread in
four boxes. In cardbox no. 631 there is (only) one
document related to cryptography, a four-page-
long encrypted letter from 1744 written in the Ger-
man language. The most promising materials8

are deposited in cardbox no. 634, which con-
tains an extensive communication between Count
Nicolaus Esterházy and Wenzel Anton Prince of
Kaunitz-Rietberg from the years 1756 and 1757.
The whole communication is in the German lan-
guage. Interestingly, they used at least two differ-
ent encryption keys in the communication - one
where the cipher text units are separated with a
separator char (Figure 1) and one without a sepa-
rator (Figure 3). Moreover, the cipher texts with a
separator contain special digit markups (Figure 2).
There are two additional documents sent to Count
Nicolaus Esterházy in this box, one sent by Graf
Colloredo and one by Empress Maria Theresa. For
most of the encrypted documents in this box, the
plain text is also available in separate documents.

Figure 1: Cipher text example with separator
chars (Slovak National Archives, fond Esterházi
- čeklı́ska vetva, box n. 634)

Cardbox no. 635 contains letter concepts from
the years 1741 and 1744 with encrypted parts in
nine of them. It should be noted, however, that
only small parts of these letter concepts are en-
crypted. These encrypted parts are mainly written
below the corresponding plain text parts (Figure
4), or inserted next to the non-encrypted text parts
(Figure 5). Again, the text is written in the German
language.

7Čeklı́s family branch.
8Fourty one documents with encrypted content.



Figure 2: Special digit markups (Slovak National
Archives, fond Esterházi - čeklı́ska vetva, box n.
634)

Figure 3: Cipher text example without separator
chars (Slovak National Archives, fond Esterházi -
čeklı́ska vetva, box n. 634)

Figure 4: Message concept with encrypted part
(Slovak National Archives, fond Esterházi -
čeklı́ska vetva, box n. 635)

Figure 5: Message concept with encrypted part
(Slovak National Archives, fond Esterházi -
čeklı́ska vetva, box n. 635)

Cardbox no. 636 contains six encrypted docu-
ments: one fully encrypted concept and five let-
ters, of which there are five documents written in
French (Figure 6), and one in the German lan-
guage. All of the documents are dated to 1744.
One encrypted letter was sent by Empress Maria
Theresa to Count Nicolaus Esterházy. In the re-
maining documents, we do not recognize the par-
ticipants of the communication. The correspond-
ing plain text parts are not available for these doc-
uments.

Figure 6: Cipher text example (Slovak National
Archives, fond Esterházi - čeklı́ska vetva, box n.
636)

In the Amade-Üchtritz family archive, we have
found thirty-seven encrypted documents. Most of
the documents are from the beginning of the 19th
century and are related to Emil Üchtritz in the
diplomatic service of the King of Saxony and to
various Saxon envoys. Cardbox n. 136 contains
five encrypted messages from 1814-1834, written
in German and French. Three documents were
sent by Detlev Graf von Einsiedel, and two by
Minckwitz, Saxon Minister for Foreign Affairs.
Four documents contain the corresponding plain
text parts written above/below the cipher text. In
one case, only the cipher text is preserved (Figure
7).

Cardbox n. 139 contains six encrypted French
messages from 1806, correspondence of Senfft
von Pilsach, Saxon envoy in Paris. In all cases,
the corresponding plain text is written above the
cipher text (Figure 8).

Cardbox n. 140 contains twenty-one docu-
ments written in French and German languages
dated between 1816-1823. These messages are
communication of Detlev Graf von Einsiedel with
Schulenburg, the Saxon envoy in Vienna, and to
Griesinger, the Saxon Legation Counsellor in Vi-



Figure 7: Cipher text example (Slovak National
Archives, fond Amade-Üchtritz, box n. 136)

Figure 8: Cipher text example (Slovak National
Archives, fond Amade-Üchtritz, box n. 139)

enna. One message was sent by Minckwitz to
Schulenburg. At least two different cipher keys
were used. In all cases, the corresponding plain
text is available. Cardbox n. 141 contains four en-
crypted documents written in German and French
languages sent to Fleming, the Polish-Saxon en-
voy in Vienna (Figure 9). These documents are
from 1758, and the corresponding plain text is
written above the cipher text in all cases.

Very interesting materials are located in card-
box n. 150, which contains the diary of Emil
Üchtritz from October 1804 to August 1805 writ-
ten mainly in the German language. The diary
has 123 pages, containing encrypted entries on 27
pages (Figure 10). Analysis and detailed descrip-
tion of the diary will be the content of a future pub-
lication.

In the fonds of the Pálffy-Daun family, we

Figure 9: Cipher text example (Slovak National
Archives, fond Amade-Üchtritz, box n. 141)

Figure 10: Encrypted diary parts (Slovak National
Archives, fond Amade-Üchtritz, box n. 150)

found only one encrypted document written in the
French language sent by Emperor Charles VI to
Wirich Filip von Daun. The message contains
only a few lines of encrypted text, where the cor-
responding plain text is written above the cipher
text.

2.2 Cipher Keys
The examined fonds contain nine cipher keys.
Seven cipher keys in the Pálffy-Daun family
archive are (probably) related to the War of Span-
ish Succession. These (Spanish and Italian) cipher
keys were used by Wirich Daun to communicate
with several Counts and Marquises. The structure
of these keys is very similar and copies the struc-
ture of a classical nomenclator system (Figure 15),
each key is drawn on a large paper sheet and con-
sists of simple/homophonic substitution9, bigram
(and trigram) substitution, codes, and nulls. The
individual sub-encryption systems are graphically
separated in a table.

There are two cipher keys in the Amade-
Üchtritz family archive. One cipher key is for
a small (German) nomenclator system, containing
letter substitution and a few codes, which was used

9Homophones were commonly used only for vowels in
these cipher keys.




