Ubiquitous digital health-related data: clarification of concepts
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Abstract

The increased development and use of ubiquitous digital services reinforce the trend where health-related data is
generated everywhere. Data usage in different areas introduces different terms for the same or similar concepts.
This adds to the confusion of what these terms represent. We aim to provide an overview of concepts and terms
used in connection with digital twins and in a healthcare context.
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1 INTRODUCTION

Traditionally the healthcare field has been subject to strict
privacy regimes. Patient data has only been available to
health personnel with privileges to view or use this data.
Details describing health conditions and health history has
been and is still regarded as a matter between doctor and
patient.

The development and use of ubiquitous (ever-present)
digital services, online or offline, is based on the increasing
trend that health-related data is generated “everywhere”.
These types of data would not specifically describe the
person that is using the digital services collecting these
data. But when assembling various types of data for an
individual, this may create a “customer” profile that can
form identifying characteristics of the person. When
assembling all available data for a person, we are
approaching the concept of a digital twin.

A digital twin is generally defined as a digital replica of a
living or non-living physical entity. The term digital twin
was first presented by Michael Grieves in 2002-2003, and
published in a white-paper in 2014 [1]. The term has been
used in the manufacturing industry for over a decade with
the aim of minimising costs, improving quality and product
life, and increase efficiency in manufacturing. The concept
of virtualising physical entities has since spread into other
areas such as business, education, healthcare, transport, and
construction.

Roberto Saracco’s article Digital Twins: Bridging Physical
Space and Cyberspace [2] discusses the impact of digital
twins and some future challenges. He defines a digital twin
as consisting of a digital model, shadow, and thread. He
predicts that digital twins will be applied to people in a not-
too-distant future.

One problem with the concept of digital twins is that many
of the terms in the digital twin field are used as synonyms.
In her 2020 post [3], Lindsey Andrew argues that the term
digital twin has become a buzzword, through the hype of

what can be provided versus the reality of the actual
solutions. She also suggests that the term is overused and
creates unrealistic expectations for the use of digital
twinning. The fact that a search for “digital twin” today will
result in millions of results [4] supports the hypothesis that
we are witnessing a hype around the “digital twin” concept.

There are several other terms that are used alongside the
term digital twin. All these terms are used under similar
circumstances. To some degree they are used as synonyms,
adding further to the confusion around the precise
semantics of the underlying concepts. In order to be able to
utilise these terms and concepts in a healthcare context, we
need to clearly define them.

The aim of this paper is to provide an overview of concepts
and terms used in connection with digital twins and define
them in a healthcare context.

2 METHOD

The database Web of Science was searched with the queries
"digital dust", "digital footprint", "digital phenotype",
"digital shadow", "digital thread", "digital traces", and
"small data". The goal with the search was finding
explanatory articles, literary reviews, and scoping reviews
where these and related terms were defined. The search
query "digital twin" was expanded to "digital twin" AND
("literature review" OR "scoping review") to limit the
results to more relevant articles.

We summarised number of papers for each search terms in
a table in order to try to identify the most used concepts.
The uncovered documents were skimmed for relevant
articles, focussing on studies that could help explain digital
twin related concepts and terms. Non-English and duplicate
studies were excluded from the results.

3 RESULTS

An overview of the results from the term search can be seen
in Table 1. A total number of 3727 studies were found, after
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removing duplicates (n=223) and studies in other languages
than English (n=50).

Some of these terms were already found in Roberto
Saracco’s digital twin article [2] mentioned in the
introduction. Especially the Semeraro et al. article Digital
Twin Paradigm: A Systematic Literature Review [5] was
useful, in that it listed 30 different definitions of what a
digital twin is.

Term searched for Results
Behavlets 1
Digital dust 4
Digital footprint 259
Digital phenotype 56
Digital shadow 73
Digital thread 103
Digital traces 427
Digital twin scoping/literature review 99
Small data 2705

Table 1. Results from literature search

Four articles in particular is worth mentioning with regard
to definition and discussion of concepts.

The 2020 article Digital Twins and the Emerging Science
of Self: Implications for Digital Health Experience Design
and “Small” Data by Schwartz et al. [6] divides publicly
available health data into four categories, 1) clinically
generated data, 2) commercial real-world health data, 3)
consumer digital health device—generated data, and 4)
health-suggestive data. They also discuss the renaissance of
N-of-1 or individual science. N-of-1 evaluation creates the
opportunity to evaluate each individual uniquely.

Jones et al. [7], in their study Characterising the Digital
Twin: A systematic literature review, defined 13
characteristics of digital twins, Physical Entity/Twin;
Virtual Entity/Twin; Physical Environment; Virtual
Environment; State; Realisation; Metrology; Twinning;
Twinning Rate; Physical-to-Virtual Connection/Twinning;
Virtual-to-Physical ~ Connection/Twinning; Physical
Processes; and Virtual Processes, and a framework with
regard to digital twin operation. They also identified topics
for future research.

Househ et al. [8], in their writeup Big Data, Big Problems:
A Healthcare Perspective, argues that small data can be
more accurate and can bring about more improved
healthcare outcomes than big data systems, and that big
data may cause more problems than solutions for
healthcare.

In their article Digital Twin in manufacturing: A
categorical literature review and classification, Kritzinger
et al. [9] define digital twin, digital model, and digital
shadow in more detail, to clear up any confusion around
these terms.

4 TERMS AND CONCEPTS

This chapter outlines the terms searched for, and in addition
some other terms that are interesting in a health-related

context. The terms in this chapter are divided into terms
which originates in the industry and is not necessarily
health-related, and those terms that are directly connected
to human use of digital devices and services.

4.1 Terms used in an industrial context

The term digital twin is used in many different contexts and
has been used to describe dissimilar scenarios. One
problem is that the terms digital twin, digital model, and
digital shadow often are used interchangeably. Other
synonyms used for these include computerized counterpart,
digital avatar, digital copy, digital replica, digital
representation, dynamic virtual model, living model,
virtual model, virtual prototype, and virtual replica. This
usage may or may not include data transfer between the
physical and digital entity. A summary of these terms can
be found in Table 2.

Digital model

A digital model could be described as a representation of a
physical entity. Digital models could be e.g., simulation
models of planned entities or mathematical models of
already existing entities. There is no automated data
exchange between the physical entity and the digital model
[9]. The dotted line in Figure 1 signifies this initial and/or
manual updates.

Manual

) ) updates only

Digital Model

Figure 1. Digital model with initial and/or manual updates
only

Digital shadow

If there exists an unidirectional flow of data from the
physical entity to the digital model, then this could be
defined as a digital shadow [9], visualised in Figure 2. The
dataflow originates in changes of the physical entity as e.g.,
measured by sensors in the entity, and then creates changes
to the digital model. Changes to the physical entity would
happen through manual updates only.

Unidirectional

; ; datafl B
Physical Entity < oW, Digital Model

Figure 2. Digital shadow with unidirectional dataflow to
update the digital model

Digital twin

If there exists a two-way data flow between the digital
model and the modelled physical entity, this can be
referenced to as a digital twin. In this case the data from the
digital twin may control or update the physical entity, and
vice versa, see Figure 3. Other related digital or physical
systems or entities may control or update the paired entities,
digital and physical [9].
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Infrastructure

physical entity updates the digital
model continuously (in real-time), and

Term Categories Description / Explanation Example
Digital model Data, A digital representation of a physical | Having a computer-aided design
Infrastructure | entity (CAD) model of a building.
Digital shadow Data, Process, | A digital model, where changes to the | Updating the digital model with data
Infrastructure | physical entity updates the digital | from the actual physical construction
model continuously (in real-time) in real time.
Digital thread Data, Process, | A data-driven architecture that links all | Logging events in the mechanisms and
Infrastructure, | information generated and stored | state of the building in order to analyse
Time within the digital twin, enabling it to | its history, to make it more efficient in
flow seamlessly through the entire | the future, or to predict when to do
lifetime of the physical entity from | maintenance.
invention to disposal
Digital twin Data, Process, | A digital model, where changes to the | Measuring changes to the building,

updating the digital model, and
automatically implement changes to

vice versa

the physical building based on the
current state.

Table 2. Terms originating in the manufacturing industry

Bi-directional
dataflow

Digital Model

A 4

Physical entity

A

Figure 3. Digital twin with bidirectional dataflow to update
both digital model and physical entity

The concept of creating or using a digital twin in order to
optimise and maintain the underlying physical entity or
process is also referred to as digital twinning [10].

Digital thread

A digital thread is recording or logging of a digital entity’s
lifetime, from creation to termination. Digital threads in
smart manufacturing aim to show the physical entity’s
changes throughout its lifespan by following a product’s
design, performance data, product data, supply chain data,
and software [11].

4.2 Terms used in a human context

There are several terms that arise from a human using
digital services. This section describes most of them. A
summary can be found in Table 3.

Digital traces

Digital traces (or digital trace data) are data we share when
using digital devices, actively or passively [12]. As
opposed to physical traces, like footprints in the sand,
digital traces are the digital "footprints" we leave behind
when using technical systems such as websites, social
media platforms, smartphone apps, and sensors. Some of
these traces are intentional, like emails, texts, blog posts,
tweets, comments or likes on social media sites like Twitter
and Facebook. However, many traces are invisible and
unintentional, like records of our website visits and
searches, or global-positioning systems (GPS), logs of
movements, or phone calls.

Digital dust

Another term used as a synonym for digital traces may be
digital dust [13]. This term is used in connection with
online use and behavioural digital traces, see also The
Internet of Behaviour, described below.

This term, however, has not yet been confirmed as a
scientific term. It is used in several different ways in
research, sometimes casually; what’s left online when
people die [14], digital investigation (forensics, defence)
[15], criminal investigation [16], or grey literature
(literature like presentations, reports, blogs, papers,
produced outside traditional publishing channels) [17].

Small data

Small data is derived from our individual digital traces.
Consider a new kind of cloud-based app that would create
a picture of your health over time by continuously,
securely, and privately analysing the digital traces you
generate as you work, shop, sleep, eat, exercise, and
communicate.

While there are personal devices and Internet services
specifically designed for self-tracking, digital traces
include a much richer corpus of data that we generate every
day [18].

Digital phenotype

A digital phenotype, as defined by Jain et al. [19], can be
regarded as a term for the trail of relevant health data that
are left behind in people’s use of the internet, social media,
and digital technologies in general. Jain argues that this
data largely is an untapped potential for early detection of
various health conditions.

Digital phenotyping is a term introduced by Tourus et al.
[20], and is described as “moment-by-moment
quantification of the individual-level human phenotype in-
situ using data from smartphones and other personal digital
devices”. Tourus et al. defines digital phenotyping as
distinct from the term digital phenotype. Their goal was
creating a platform to collect research-quality data from
raw smartphone sensors and smartphone usage.
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Term Categories Description / Explanation Example
Crowdsensing Data Data collection technique where | Collecting data from mobile use on
collection information is extracted from mobile | social networks, search engines,
devices such as smartphones, tablet | mobile operators, online games, and e-
computers, or wearables commerce sites
Digital dust Data Data we share when using digital | Data from social networks, search
devices accessing online services, | engines, mobile operators, online
actively or passively. Used as a | games, and e-commerce sites
synonym for digital traces
Digital footprint Data Sum of all Digital dust, Digital traces, | All data from social networks, search
and/or Small data engines, mobile operators, online
games, and e-commerce sites
Digital phenotype Data, A human trait described from a trail of | Data from social networks, search
Metadata health-related data left behind through | engines, mobile operators, online
(user) interaction with technology games, and e-commerce sites
Digital traces Data Data we share when using digital | Data from social networks, search
devices accessing online services, | engines, mobile operators, online
actively or passively. games, and e-commerce sites
Small data Data Leave behind a ‘trail of breadcrumbs’ | Data from social networks, search
with our digital service providers engines, mobile operators, online
games, and e-commerce sites
The Internet of | Data, Change in human behaviours based on | Recommending new user experiences,
Behaviour (IoB) Psychology collected and used digital dust product suggestions, and company
services based on the collected digital
dust

Table 3. Terms originating from a human-digital context

Digital footprint

A digital footprint is the sum of all the data that we leave
behind with or without our consent when we use digital
services [21]. This has historically also been referred to as
a digital shadow, but given Kritzinger’s [9] definition of a

digital shadow, we will not use this definition to mean the
same as a digital footprint. Figure 4 illustrates adding up all
small data (or digital traces) for a person.

Sum of all data accumulated over time,
using N different digital services or devices
-

Small
data (1)

Small
data (2)

Small
data (N)

Figure 4. Digital footprint visualised

The Internet of Behaviour

The Internet of Behaviour (IoB) is about collecting and
using digital dust from a variety of sources, to change
behaviours using feedback loops [22-23]. User data is
analysed with regards to behavioural psychology,
recommending new user experiences, product suggestions,
and company services based on the collected digital dust.

Behavlets

Behavlets are used in gaming (also referred to as
videogaming) to extrapolate features from actions or
patterns in gameplay which expose player behaviour [24].
Behavlets may be used to improve application interaction

and predict behaviour, approaching research areas such as
psychology and temperament theory.

Crowdsensing

Crowdsensing, sometimes called mobile crowdsensing, is a
data collection technique where a group of individuals with
mobile devices such as smartphones, tablet computers, or
wearables, collectively share and extract information with
the intention to measure, map, analyse, estimate, or predict
processes of common interest. This comes mainly in two
flavours, participatory and opportunistic crowdsensing.
Participatory crowdsensing is when users voluntarily
participate in contributing information, opportunistic
crowdsensing is when data is sensed, collected, and shared
automatically without user intervention, in some cases
without the user's knowledge [25-26].

The Internet of Medical Things

Internet of Things (IoT) is the technology that enables
devices with communication capabilities to share data with
other devices and systems over the internet [27].

The Internet of Medical Things (IoMT) is a subset of IoT
for medical and health-related purposes, data collection and
analysis for research, and monitoring [28]. A ToMT device
can be almost anything, from personal devices like
specialised implants, pacemakers, wristbands, or hearing
aids, to "smart beds" or sensors within living spaces or
kitchen equipment.
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5 DISCUSSION

When used in different contexts, these terms may differ
because the particular term synonym fits a particular usage
scenario. Problems arise when the exact same term is used
as a description of different phenomena. This creates
communication difficulties, especially when used across
different disciplines or professions, and could hold back the
progress of the research field.

There might be several reasons for a term having different
meanings. There might be a development over time, where
a term definition has been changed due to usage in new
areas or introducing new technology. Or there has been a
lack of international consensus meetings to operationalise
common definitions.

What is noteworthy is that there are different expressions
that are applied to the same context. An example of this is
the terms digital dust, digital phenotype, digital traces, or
small data, which all describe the trail of data left behind
when using digital services or devices. These all stem from
human activity where digital technologies with data storage
are used.

The definition of a digital thread and a digital footprint may
on the surface look similar. The difference is that a digital
thread logs all changes over time, while a digital footprint
is a snapshot of all the existing data, not factoring in updates
and history.

Digital twin terms, from manufacturing to healthcare

One question to ask is if terms in manufacturing belong in
a human or a healthcare context. Creating a human digital
twin as previously defined in manufacturing does not seem
fully attainable, with a bi-directional dataflow between
physical entity (the human) and the digital model. This
would mean “updating the human” based on data in the
digital model, although this might be partly realizable
through changes in medication (e.g., for advanced insulin
pumps in diabetes self-management) or by updating
physical implants digitally, but not in all respects. The
human body is still not fully physiologically understood, so
creating a perfect digital copy with bi-directional updates
seem unattainable.

The one-directional flow of data from the physical entity
(human) to the digital model seems more plausible. In a
human context, the digital shadow can be viewed as the
digital equivalent of living a life, monitoring all processes

Small data instance

Time

elllallld

in the body as life happens, with the Human Digital Thread
as a history or log of human data/events/updates.

The digital thread could be viewed as the log or history of
all dataflows to update the digital shadow or digital twin. In
a human context this can be defined as all the small data
that is generated by human activity in different contexts,
using phones (smart or not), general mobile app usage,
computer usage, or online services. This is illustrated in
Figure 5. The digital thread consists of multiple data events,
here referred to as small data instances (slices), over a
period of time. This describes a continuous history of the
digital shadow or digital twin. The digital shadow or twin
is defined by the latest iteration or data update in the
lifetime of the entity. This is always the “now”, the current
time, given that there are continuous updates to the digital
representation. This would be the case for human digital
twins.

One way of imagining a digital twin of a person, is to avoid
creating an exact digital copy of the individual. Accepting
that there are areas we cannot — yet — recreate digitally,
opens the possibility for creating a semi-automatic
feedback loop where monitoring and registering data for an
individual may give direct or indirect feedback to the
individual through software or technology. This is in many
ways what we have today, though not as a complete system.
Wearing smartwatches or using smart scales sends health-
related data to servers, and feedback are given through e.g.,
mobile applications. These kind of data sources are narrow
in scope, in that they register parameters like activity and
weight, but does not consider all sorts of other sources of
information like weather conditions, road dust, mental
state, illnesses, season variations, and similar. Creating this
wider definition of a human digital twin could in the end be
valuable for public health, health care providers, policy
makers, and others, as well the person him/herself. This
type of system could also be valuable for population studies
similar to The Tromseg Study [29].

Digital shadow
Digital twin

Figure 5. Digital thread, small data, and digital shadow (or digital twin) illustrated
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6 SUMMARY

We have examined digital twin and related terms and
concepts and how they fit in the healthcare area. A human
digital twin is currently not fully realisable, but there are
untapped possibilities for creating a more complete human
digital twin today, by joining different types of data from a
heterogenous set of services and sources. If we can exploit
these possibilities, we can approach an approximation of a
digital twin for use in healthcare.
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